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I work in applied cryptography. My research interests primarily focus on the efficiency
and applications of cryptographic techniques, especially zero-knowledge proofs [15].
The goal is to leverage these efficient cryptographic techniques to enhance fairness and
privacy in real-world applications, such as blockchain [27].

Background and Motivation

My belief is that an increasing number of people today are paying attention to their privacy,
security, and fairness. In modern real-world applications, developers are required to balance
efficiency with ensuring user security and privacy. Advances in cryptographic techniques
make this goal achievable. Since the concept of zero-knowledge proofs was introduced by
Goldwasser, Micali, and Rackoff in [15], it has received extensive research attention in theo-
retical domains [14, 1, 26, 16]. A zero-knowledge proof allows an efficient prover to convince
the correctness of a statement to a computation-limited verifier without revealing any private
witness implied by the statement. Over the past decade, with the rise of blockchain tech-
nology, specialized proof systems known as SNARK have emerged as a prominent research
topic [30, 17, 10] and have gradually matured into practical tools deployed in real-world
blockchain systems [2, 42, 23] to enhance privacy and scalability.

However, a significant challenge lies in enhancing the efficiency and scalability of existing
SNARK systems for practical applications. When applied to large-scale or complex scenarios,
current SNARKs still encounter substantial bottlenecks in computation time and memory
usage. Besides, another avenue is that, given the magic of proof systems, SNARKs are
regarded as highly promising for addressing ”trusted party” dilemmas in real-world systems
such as blockchain, thereby ensuring privacy and fairness. Consequently, enhancing the
efficiency of SNARK-like applied cryptographic techniques and broadening their applicability
to practical scenarios will form the central thrusts of my future research.

Boarder interests. I am also deeply passionate about exploring other applied crypto-
graphic techniques beyond zero-knowledge proofs, such as multiparty computation [35] and
homomorphic encryption [13, 3, 4]. My viewpoint is that these technologies should not exist
in isolation but can be cross-applied to create more interesting application scenarios (See
my research thrust I for an explanation), in areas such as privacy-preserving and fairness
assurance. In my future research, I aim to combine these techniques together to provide
more comprehensive solutions for real-world applications.
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Thrust I: Scalable Proof Generation in Various Scenes

Research on SNARKs has achieved significant success. We now know how to construct
SNARK systems with prover time scales linearly with the size of the application [41, 34, 7].
It is also possible to achieve constant-sized verifier time and proof by sacrificing some prover
efficiency [17, 10, 8]. These constructions are typically obtained by combining a Polynomial
Interactive Oracle Protocol (PIOP) with a Polynomial Commitment Scheme (PCS) [19,
29, 5, 45, 43] that possesses specific properties. Nevertheless, the concrete efficiency of
these constructions is still not satisfactory when considering very large-scale statements and
application scenarios. Therefore, a critical question is how to further enhance the efficiency
of proof generation in SNARKs across different scenarios, enabling them to scale to larger
and more complex applications?

Distributed Proof Generation. One possible direction is to explore distributed proof gen-
eration (DIZK), where the prover is divided into multiple machines, each responsible for a
portion of the proof generation workload. This approach accelerates the proof generation pro-
cess while reducing the memory usage on each machine. Research has already demonstrated
the feasibility of this method, and the proof generation of many SNARKs [17, 45, 10, 20]
have been successfully distributed [40, 42, 23, 33]. However, this approach, which directly
distributes the prover’s secret witness among multiple machines, may introduce risks of pri-
vacy leakage. Therefore, a valuable research question is, how to achieve distributed proof
generation while preserving witness privacy?

Collaborative Proof Generation. To address this issue, another direction is to explore
collaborative proof generation, where the prover’s private witness is distributed to several
parties using secret-sharing techniques. These parties then jointly run a collaborative zk-
SNARK [28] to generate a proof for a given statement. This method actually leverages
multiparty computation to compute the proof generation algorithm, thereby preserving the
prover’s witness privacy. However, the main challenge lies in designing an efficient collabora-
tive proof generation protocol that can be applied to large-scale applications. For instance,
[11] implemented collaborative proof generation for several SNARKs [17, 10], but their pro-
tocol requires a powerful leader to handle most of the computational workload, therefore
cannot be considered scalable.

To overcome this limitation, our previous work [25] shows that scalable collaborative
proof generation can actually be achieved. Two SNARKs, Libra [41] and HyperPlonk [7],
are extended to support collaborative proofs. In our approach, each party, without access
to the (full) private witness, only needs to perform an equal and minimal computational
workload. Moreover, we show that if the circuit is data-parallel, the communication cost
between parties can be sublinear with respect to the circuit size, which is a highly desirable
property. This design enables proof generation to be conducted in a privacy-preserving and
distributed manner while maintaining excellent scalability, capable of proving circuits with
more than 230 gates. Despite this success, there are still many open questions in this area.
For example, our scheme currently only applies to SNARKs without FFT operation [41, 7].
Considering that FFT is hard to be distributed, how can our result be extended to SNARKs
with FFT [17, 10] to directly address the bottlenecks identified in [11]? Furthermore, both
our work and the results in [11] require O(C) communication overhead for general circuits,
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where C is the circuit size. Given that communication overhead is often a bottleneck in
multiparty computation, how can we reduce this communication cost effectively?

Fusion of techniques. One can view collaborative zk-SNARKs, such as our work [25], as a
fusion of zero-knowledge proofs and multiparty computation, where privacy-preserving yet
efficient protocols are designed leveraging the strengths of both techniques. I believe this
recipe holds significant potential for future research and could achieve unexpected outcomes
in certain scenarios. Furthermore, we think this fusion can be extended to other crypto-
graphic techniques, such as combining homomorphic encryption with zero-knowledge proofs.
Exploring this direction of integration will be one of the key focuses of my future research.

Future Direction: Oblivious Proof Generation. Inspired by the above considerations
and previous research questions, a worthwhile question to ask is whether the private witness
can be sent to a server via homomorphic encryption, allowing the server to generate a proof
using the encrypted witness. The prover could then decrypt the (ciphertext-based) proof,
fulfilling an oblivious proof generation. A similar theoretical concept was proposed in [12],
but no practical implementation or concrete solution exists yet.

I believe this idea promising, and my key insight is that the proof generation in existing
SNARKs can be modeled as a circuit with very shallow multiplicative depth. While nowa-
days fully homomorphic encryption is still impractical for use, some leveled homomorphic
encryption schemes [4] have been demonstrated to achieve acceptable efficiency for circuits
that require only a limited number of ciphertext multiplications. Therefore, a future research
direction is to validate this concept for a specific SNARK. Furthermore, since this approach
avoids the communication inherent in multiparty computation, there is reason to believe
that it could be more efficient than collaborative proof generation in certain scenarios.

Potential Applications. The above schemes enable the possibility of Proof Delegation,
where a resource-constrained client can delegate the computation of a proof (for a certain
price) to parties with strong computational capabilities, all while ensuring that the client’s
sensitive information remains private. This could give rise to a proof market, which inspires
further research possibilities, such as how to ensure the fairness of auctions [21].

Thrust II: Secure & Fair Systems against Trusted-party

In many real-world systems, users are required to trust other (central) parties to ensure
fairness and privacy. However, this trust is often misplaced, leading to various privacy
breaches and unfair practices. I believe in designing specific protocols, leveraging various
cryptographic techniques to get trustless systems.

Fair Data Exchange. One example scenario is fair data exchange, where a seller wants to
sell data—often required to satisfy certain properties—to a buyer for a specified price. The
key is to ensure the atomicity and fairness of the protocol, i.e., “payment upon delivery”.
Commonly, solutions rely on blockchain to facilitate the transaction. For example, a classic
protocol called ZKCP [6] uses zero-knowledge proofs to ensure that the seller provides valid
data and uses hash time-lock contracts (HTLC) to guarantee that the buyer pays the agreed-
upon fee. In our work [24], we identified three issues with this protocol, referred to in our
paper as the Eavesdropper Attack, DoS Attack, and Reputation Attack, which could severely
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compromise the fairness of the seller in the protocol. Finally, we proposed a new protocol,
SmartZKCP (Fig. 1), which addresses these issues.
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Figure 1: The SmartZKCP protocol.

In fact, there are still many open problems worth exploring in this field. For example,
in the above protocol, we use smart contracts on the blockchain as an impartial third party.
However, if a party colludes with miners to cheat, the protocol may fail. Therefore, an
interesting question is to design a protocol that ensures fairness even in the presence of
collusion between a party and miners. For instance, [37, 38] proposed some game-theory
based approaches to address this issue.

Future Directions. In my future studies, I hope to explore other scenarios where fairness
and privacy need to be guaranteed, believing that cryptographic techniques and other meth-
ods (e.g., game theory) can help address these challenges. For instance, some directions I
am interested in exploring include private statistics [9, 32], private auctions [21], and fair
transaction fee mechanisms [36].

Other Research Directions

Apart from the aforementioned areas, I have enthusiasm and knowledge on a number of
other aspects of applied cryptography and their applications.

Efficiency of PCS. The efficiency of Polynomial Commitment Schemes (PCS) is crucial for
SNARKs. Together with Guo et al., we construct a Reed-Solomon code-based multilinear
PCS called DeepFold [18], which is highly efficient in prover time, verifier time, and proof
size. This scheme is an improvement over a PCS named BaseFold [43] and is well-suited for
integration with other cryptographic components, enabling applications in various scenarios.

Verifiable Machine Learning (zkML). Using zero-knowledge proofs to ensure the cor-
rectness of machine learning inference, known as zkML, is an emerging research area [44, 22].
Together with Qu et al., our work [31] achieved the first verifiable inference for the GPT-2
model, enabling succinct proof generation within 30 seconds.
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Verifiable Private Information Retrieval (vPIR). Verifiable Private Information Re-
trieval is another area of interest. Together with Wang et al., we proposed a verifiable PIR
scheme [39] named Crust, designed for practical scenarios in a two-server model, where one
server is assumed to be semi-honest while the other can be arbitrarily malicious. Through
some simple yet effective techniques, we achieved a highly efficient vPIR scheme that enables
users to verify the server’s responses without revealing the content of their queries.
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